SECURITY GUIDE - 03

Hardening Your Environment

Practical steps to shrink your attack surface

A room-by-room walkthrough of the safeguards that matter most — identity, devices, network,
email, data, and cloud — prioritized so you can reduce real risk without overwhelming your team

or your budget.
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HARDENING YOUR ENVIRONMENT

What hardening means and why it matters

Hardening is the practice of removing unnecessary risk — closing doors you do not
use, locking the ones you do, and making sure the keys are hard to copy.

Every account, device, open port, and installed application is a potential way in for an attacker.
Collectively, these are your attack surface. Hardening systematically reduces that surface and
makes the parts that remain much harder to exploit.

You do not need to do everything at once. This guide walks through your environment area by
area, explains what matters in plain terms, and ends with a prioritized checklist so you know
what to tackle first. Much of this is configuration rather than purchasing — meaningful gains are
often free.

How to use this guide

Skim each area, note what you have not yet addressed, and start with the prioritized checklist
near the end. You do not have to be technical — but your IT person or provider will recognize
every item here.

Two principles that guide everything

Least privilege

Give every person, account, and system the minimum access needed to do its job — and
nothing more. Most people do not need administrator rights. Limiting access means that if one
account is compromised, the damage is contained.

Defense in depth

Do not rely on any single safeguard. Layer them, so that if one fails, another still stands. A
locked door is good; a locked door plus an alarm plus a safe inside is far better. The same logic
applies to your systems.

Keep both in mind

Almost every recommendation in this guide is an application of one of these two ideas: reduce
who can do what, and never depend on a single line of defense.
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Identity and access

Stolen or weak credentials are behind a large share of breaches. Identity is the single highest-
value area to harden.

* Enable multi-factor authentication (MFA) everywhere. Especially email, remote access,
and any administrative account. This one step blocks the majority of credential-based
attacks.

* Use strong, unique passphrases and a password manager. Long passphrases beat
short complex passwords, and a manager makes “unique everywhere” realistic.

» Separate admin accounts from everyday accounts. Administrators should use a
standard account for daily work and switch to admin only when needed.

* Remove access promptly when people leave or change roles. Stale accounts are a
favorite entry point. Tie offboarding to a checklist.

* Review who has access, regularly. At least once or twice a year, confirm each person
and vendor still needs what they have.

If you do one thing

Turn on MFA across email and remote access today. It is the highest-impact, lowest-cost
control available to a small business.

Devices and endpoints

Laptops, desktops, phones, and servers are where work happens — and where attackers land.
Keep them current and protected.

< Patch promptly. Enable automatic updates for operating systems and applications.
Unpatched software is one of the most common ways in.

* Encrypt disks. Turn on full-disk encryption (BitLocker on Windows, FileVault on Mac) so a
lost device does not become a data breach.

* Run reputable endpoint protection. Modern antivirus or endpoint detection and response
(EDR) catches and contains threats that slip through.

 Remove software you do not use. Every installed app is a potential vulnerability.
Uninstall what is not needed.

* Lock screens and require passcodes. Automatic screen lock and device passcodes
prevent casual and opportunistic access.

Network and perimeter

Your network is the boundary between your business and the wider internet. A few measures
dramatically reduce exposure.

» Secure your firewall and router. Change default admin passwords, keep firmware
updated, and close ports and services you do not use.
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* Lock down Wi-Fi. Use strong WPA2/WPAS encryption, a strong passphrase, and a
separate guest network isolated from business systems.

* Segment your network where practical. Keep guest devices, point-of-sale systems, and
sensitive servers on separate segments so a problem in one does not reach the others.

* Protect remote access. Require a VPN or a secure access service for remote
connections, always paired with MFA. Avoid exposing internal systems directly to the
internet.

Beware default settings

Default passwords and open management interfaces on routers, cameras, and other devices
are routinely scanned for by attackers. Changing defaults is quick and high-value.
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Email and web

Email is the most common starting point for attacks. Hardening it protects you and the people
you correspond with.

 Filter aggressively. Use spam and phishing filtering, and quarantine or flag risky
attachments and links.

* Set up email authentication. SPF, DKIM, and DMARC records help stop criminals from
spoofing your domain to defraud your customers.

* Protect against malicious links and files. Link-scanning and attachment sandboxing
catch threats before users click.

» Train people to spot phishing. Short, regular awareness training is one of the best
returns on investment in security.

Your domain is part of your brand

Email authentication (SPF/DKIM/DMARC) not only reduces phishing risk — it protects your
reputation by making it harder for anyone to impersonate your business.

Data and backups

If everything else fails, good backups are what get your business back. Treat them as essential
infrastructure, not an afterthought.

* Follow the 3-2-1 rule. Keep at least three copies of important data, on two different types
of media, with one copy stored off-site or offline.

* Keep one copy offline or immutable. Ransomware often targets connected backups. An
offline or write-protected copy survives an attack.

» Test restores regularly. A backup you have never restored is a hope, not a safeguard.
Test it on a schedule.

* Know where sensitive data lives. You cannot protect or properly back up data you have
not located. Inventory it.

* Encrypt sensitive data at rest and in transit. Encryption keeps data unreadable if it is
intercepted or a device is lost.

Backups are your last line

Tested, offline backups are the most reliable recovery from ransomware. Confirm yours exist
and that you can actually restore from them — before you need to.

Cloud and SaaS applications

Most businesses now run on cloud and software-as-a-service tools. They are convenient, but
their default settings are not always secure.
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* Apply least privilege in every app. Grant each user only the roles they need; reserve
admin rights for the few who require them.

* Turn on MFA and single sign-on. Where available, centralize access so you can enforce
strong authentication and revoke it quickly.

* Review sharing and external access. Check default sharing settings; public links and
broad external access are common sources of accidental exposure.

* Enable available logging and alerts. Most platforms can notify you of suspicious sign-ins
and admin changes — turn these on.

e Track your SaaS inventory. Know which services hold your data and who administers
each one.

Monitoring and logging

You cannot respond to what you cannot see. Even modest monitoring shortens the time
between something going wrong and you noticing.

* Enable logging on key systems — email, identity, firewalls, and critical servers.

e Turn on alerts for high-risk events such as new admin accounts or impossible-travel logins.
* Review alerts on a regular cadence; an unread alert helps no one.

» Consider a managed detection service if you lack the time or staff to watch logs yourself.
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A prioritized hardening checklist

If you are not sure where to begin, work top to bottom. The first group delivers the most risk
reduction for the least effort.

Do first (high impact, low effort)
* Enable MFA on email, remote access, and admin accounts.
e Turn on automatic updates across devices and software.
» Confirm backups exist, include an offline copy, and test a restore.
» Enable full-disk encryption on laptops and mobile devices.
* Change default passwords on routers, firewalls, and other devices.

Do next (steady improvement)
* Roll out a password manager and unique passphrases.
e Separate admin and everyday accounts; apply least privilege.
» Set up email authentication (SPF, DKIM, DMARC) and phishing filtering.
e Segment guest and sensitive systems on your network.
* Review user and vendor access; remove what is stale.

Build the habit (ongoing)
* Run regular security awareness training.
* Enable logging and review alerts on a schedule.
» Reassess the whole list a couple of times a year.

Keeping it hardened over time

Hardening is not a one-time project. New devices arrive, staff change, software updates, and
attackers adapt. A light, recurring routine keeps your gains from eroding.

* Schedule recurring reviews. Put a quarterly or semi-annual check on the calendar and
actually keep it.

* Harden by default for new additions. Apply the checklist to every new device, account,
and application as it comes in.

» Tie it to your other plans. Your hardening, your NIST CSF roadmap, and your incident
response plan reinforce one another.

Small and steady wins

A short, repeated routine beats an occasional heroic effort. The businesses that stay secure are
the ones that make hardening a habit.
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Where to go from here

Pick the first group on the checklist and start this week. Each item you complete measurably
shrinks your attack surface, and the momentum makes the next item easier.

If you would like a hardening assessment, help configuring any of these controls, or a partner to
maintain them over time, we are happy to help — scaled to your business.

Talk to us
Wagner Cybersecurity LLC
joe@wagnercybersecurity.com - www.wagnercybersecurity.com
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Glossary

Attack surface — The total set of points where an attacker could try to get in — accounts,
devices, services, and software.

Hardening — Reducing risk by removing unnecessary access and strengthening what remains.
Least privilege — Granting only the minimum access needed to do a job.

Defense in depth — Layering multiple safeguards so no single failure is catastrophic.

MFA — Multi-factor authentication — requiring a second proof of identity beyond a password.

EDR — Endpoint detection and response — software that detects and contains threats on
devices.

3-2-1 backup — Three copies of data, on two media types, with one stored off-site or offline.

SPF | DKIM | DMARC — Email authentication standards that help prevent others from spoofing
your domain.

SaaS — Software-as-a-service — applications you use over the internet rather than install
locally.
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